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1 Definition of Terms 

Accounting 

Accounting collects transaction data related to Offerings (e.g. number of access requests, du-

ration of access sessions, number of data records accessed) and relates it to the 

respective Subscription. 

BIG IoT API   

A set of specifications for  

¶ Providers and Consumers to interact with the BIG IoT Marketplace to authenticate, 
register, discover and subscribe to Offerings; and perform accounting 

¶ Consumers to directly access the Resources offered by a Provider  

The BIG IoT API defines the supported communication protocols, data formats, semantic de-

scriptions, etc. In order to facilitate BIG IoT Applications, Services and Platforms to 

implement and use the BIG IoT API, dedicated Provider and Consumer Libs (SDKs) are pro-

vided for various platforms and programming languages, offering also programming 

interfaces to developers.  

BIG IoT Application (or short Application) 

An application software that uses the BIG IoT API to discover Offerings on the BIG IoT Mar-

ketplace, subscribe to Offerings and access the offered Resources. A BIG IoT Application acts 

merely as an Offering Consumer. 

BIG IoT Application / Service / Platform Developer (or short BIG IoT Developer) 

A software developer that implements or integrates a BIG IoT Service, Application or Plat-

form. 

BIG IoT Application / Service / Platform / Marketplace Provider or Operator 

The organization that operates a BIG IoT Application, Service, Platform, Marketplace in-

stance. It is hereby not relevant if a particular instance is hosted on the provider organization's 

own infrastructure or a 3rd party infrastructure. 

BIG IoT Core Developer 

A software developer that implements or extends BIG IoT Marketplace and/or BIG IoT 

Lib components. 

BIG IoT enabled Platform (or short BIG IoT Platform or just Platform) 
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An IoT Platform (or Smart Object Platform) that implements and uses the BIG IoT API to 

register Offerings on the BIG IoT Marketplace and provide access to the offered Resources. 

A BIG IoT Platform acts merely as an Offering Provider. 

BIG IoT Marketplace 

The BIG IoT Marketplace allows Providers to register their Offerings (based on semantic de-

scriptions) and Consumers to discover relevant Offerings (based on semantic queries) at run-

time. It also provides accounting support for Consumers and Providers to track the amount of 

resources accessed, as well as a web portal for developers and administrators to support the 

implementation and management of their Applications, Services, and Platforms. 

BIG IoT Organization (or short Organization) 

Participants in the BIG IoT ecosystem are organized in Organizations. Those Organizations 

are responsible for managing their Providers (with registered Offerings) and Consumers (with 

registered Queries). Organizations consist of one or more Users to perform that management. 

BIG IoT Recipe (or short Recipe)  

A recipe provides description of the composition of offerings. It is a specification of require-

ments of an added value service, and hence it represents a template that can be fulfilled by 

multiple offerings. 

BIG IoT Semantic Application Domain Model 

The semantic application domain model defines an application-specific vocabulary that builds 

on the BIG IoT Semantic Core Model, and can be used for annotating Offering Descriptions. 

BIG IoT Semantic Core Model 

The semantic core model specifies all important domain concepts in BIG IoT project includ-

ing all basic conceptual entities and their relationships. This semantic core model is used as 

basis for (1) the Offering Description to define the capabilities of offerings (provided by IoT 

platforms or services), (2) the Offering Queries (provided by IoT applications and services), 

and (3) the underlying data model of the BIG IoT Marketplace. 

BIG IoT Semantic Recipe Model 

The semantic recipe model defines a model for BIG IoT Recipes. Such recipes are specifica-

tions of requirements of added value services, and hence they represent templates that can be 

fulfilled by multiple offerings. All terms and their relations, required for specifying recipes, 

are defined in semantic recipe model. 

BIG IoT Service (or short Service) 

A BIG IoT Service implements and uses the BIG IoT API to consume and/or provide Offer-

ings via the BIG IoT Marketplace. A BIG IoT Service can act both as an Offering 
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Consumer and Provider. It typically consumes basic Information or Function in order to offer 

"higher-value" Information or Functions on the BIG IoT Marketplace. 

BIG IoT User (or short User) 

Part of a BIG IoT Organization that has an account on the BIG IoT Marketplace and can man-

age the entities of his Organization there. 

Billing  

Billing collects Charging data and creates invoices. 

Charging 

Charging is based on the collected Accounting data. The Charging Service multiplies the ac-

counting data with the respective Price data of an Offering, and also takes into account special 

Consumer (group) pricing models, to compute the final amount to be charged. 

Device-level BIG IoT enabled IoT Platform (= Device-level BIG IoT Platform or just De-

vice-level Platform)  

A BIG IoT enabled Platform that is implemented directly on a Smart Object, as opposed to on 

a backend or cloud infrastructure.  

Endpoint 

An Endpoint in the context of BIG IoT is a web based interface for consumers to access Of-

ferings via a Provider. An Endpoint description consists of properties like Endpoint type and 

URI. 

End User 

Users of a BIG IoT Application are called End Users. An End User is typically an employee 

of an Enterprise, SME or Organization (e.g. City Authority), but not limited to that. End Us-

ers are not part of the BIG IoT ecosystem and are serviced by the Application Operator of 

their Application. 

Function 

Functionality that can be invoked by Consumers and is provided by 

¶ a task on an actuator (as part of an IoT Platform)  
¶ a Service that provides some computational functions or higher level functionality 

delegating to one or more lower level Functions 

Information 

Data provided to Consumers by  
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¶ a sensor (as part of an IoT Platform) 
¶ a Service that takes one or more Information sources and combines them to provide 

some added value 

IoT Service (or short Service) 

Software component enabling interaction with resources through a well-defined interface in 

order to access or manipulate information or to control entities. An IoT Service can be orches-

trated together with non-IoT services (e.g., enterprise services). Interaction with the service is 

done via the network. (based on [IoT-A])  

IoT Platform (= Smart Object Platform)  

A computing and communication system that hosts software components enabling interaction 

with Smart Objects in order to access or manipulate information or to control them. An IoT 

Platform may be implemented on a backend or cloud infrastructure, or directly on a Smart 

Object. Interaction with the platform is done via the network. 

License 

The Provider of an Offering can choose the License terms for the provided Information.  

Offering 

BIG IoT enables Providers to offer or trade access to Information and Functions with Con-

sumers via the Marketplace. An Offering is defined by an Offering description, which 

describes a set of Resources offered on the Marketplace. It typically encompasses a set of re-

lated Information or Functions. An Offering description provides a semantic description of 

the Resource(s) provided to a Consumer once the Offering is accessed. The description also 

entails context and meta information about the Offering, including information like the Re-

gion (e.g. a city or spatial extent) where the Resource(s) relate to, the Price for accessing 

the Resource(s), the License of the Information provided, input & output data fields, etc. 

Offering Consumer (or short Consumer)  

A BIG IoT Application or Service that is interested to discover and access IoT resources in or-

der to provide a new service or function. A Consumer discovers and subscribes to 

relevant Offerings via the BIG IoT Marketplace, and accesses the offered resources via 

the BIG IoT API. 

Offering Provider (or short Provider) 

A BIG IoT Platform or Service that wants to offer or trade IoT resources via the BIG IoT Mar-

ketplace. A Provider registers its Offering(s) on the BIG IoT Marketplace, and provides 

access to the offered resources via the BIG IoT API. 

Offering Query (or short Query)  



DELIVERABLE 4.1.DESIGN OF MARKETPLACE  D 4.1 

 

  
© 2017 12 

 

Consumers are able to discover offerings of interest on the marketplace by providing an (Of-

fering) Query. A Query describes the properties of Offerings a client is interested in (Offering 

type, input & output data fields, Price, License, ...) 

Physical Entity  

Any physical object that is relevant from a user or application perspective. [IoT-A]  

Price 

The Provider of an Offering can choose the pricing model (e.g. free or per month or per ac-

cess) and amount of money (if applicable) a Consumer has to pay when accessing the offered 

Resources. 

Resource  

Abstraction for either Information or Function. 

Service-level Measurement Reporting (or short Reporting) 

Service-level measurement reporting is perform by the BIG IoT Consumer Lib in order to in-

form the BIG IoT Marketplace about measurable service level metrics (e.g. response time, 

throughput, failure rate) related to Offerings and Providers. These reports are used by the 

marketplace to compute a rating of an Offering and Provider, which is provided to Consum-

ers as part of the discovery process. 

Smart Object (= Thing) 

A Device able to compute and communicate information about itself or related artifacts 

(Physical Entities) to other devices or computer applications; a Smart Object is typically at-

tached to or embedded inside a Physical Entity. Smart Objects either monitor a Physical 

Entity (sensing) or interact with the physical world through actuators (actuation). Those func-

tions can be either controlled autonomously by local computations or triggered from remote. 

Subscription 

Agreement to access the Resource(s) of a single Offering. This comprises: 

¶ a Consumer's willingness to access the Offering (he checked License, service level, 
rating, description, ...) 

¶ the Consumer's consent to pay for the access to the Resources (according to the 
specified Price), if applicable 
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2 Introduction 

2.1 Summary 

This second iteration of D4.1 summarizes the work done for designing and implementing the 

Marketplace up to M21 (September 2017) and gives an outlook what still has to be done for 

the second release of the Marketplace implementation (T4.4), scheduled for M24 (December 

2017). 

This version D4.1b continues on the work done for the first release D4.1a. The main differ-

ences to D4.1a are 

¶ Updated screenshots for Marketplace Portal and moved them to the Appendix 
¶ Replaced detailed descriptions of Architectural Concepts with short summaries and 

links to more details 
¶ Added description of Microservice Framework 
¶ Updated details about Marketplace Backend Architecture 
¶ Added details about Marketplace Backend services Access Management, Subscrip-

tion, Accounting, and Metrics 
¶ Updated Marketplace Deployment and Operations 

2.2 Goal 

The goal of the BIG IoT project is to ignite a vibrant Internet of Things (IoT) ecosystem. This 

will be achieved by bridging the interoperability gap between the vertically-oriented IoT Plat-

forms through the development of a common BIG IoT API. On top of this mutual API, and as 

a central pillar for an IoT ecosystem, we are developing a Marketplace for IoT Offerings. 

While the BIG IoT API provides the building blocks for a syntactically and semantically in-

teroperable IoT and inter-platform connectivity and exchange, the Marketplace lays the 

foundation for an ecosystem of IoT Platforms, Applications, and Services. The Marketplace 

will enable the advertisement, quality control, and monetization of Offerings from IoT Plat-

forms and Services developed on top of the BIG IoT API. 

This work is the focus of Work Package 4 (Marketplace & services). Thereby, the Market-

place shall act as a B2B (Business to Business) broker for trading access to IoT Information 

and Functions. A Marketplace can be setup for particular domains, e.g., by a large company 

for the industry, energy, mobility, or building domain. Access to Platforms and Services are 

offered through the Marketplace. Further, the Marketplace will support discovery and auto-

mated orchestration of Offerings, in order to support successful marketing of IoT Offerings 

and re-use of software assets in different settings and for different applications. To enable 

powerful discovery and the orchestration, all entities registered on the Marketplace will be se-

mantically annotated. This allows the conduction of semantic queries and reasoning 

capabilities in the backend. 
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In order to be able to grow, it is crucial for an IoT ecosystem to be based on future-prove and 

open technology. Hence, the design of the BIG IoT API is related to currently on going stand-

ardization at W3C that will pave the way to advanced collaboration through future IoT APIs. 

Also, with the BIG IoT Marketplace we are incorporating cutting-edge technologies. We 

opted for an event based architecture to empower future extensions and chose to adopt emerg-

ing container technology to ease the deployment of the final Marketplace and all its related 

parts. We are combining the power of Semantic Web technologies with the simplicity of mod-

ern Web interfaces (e.g., GraphQL). 

Further, for the Marketplace software infrastructure, we are in the process of elaborating an 

open source strategy. We expect to release major parts of the Marketplace as open source by 

end of 2017. This will siginificantly help to strengthen our ecosystem and developer commu-

nity. 

2.3 Scope of this Document 

WP4 is divided into 4 Tasks. Task 4.1 (Design of marketplace) contains the technical design 

of the Marketplace and the underlying software infrastructure. This comprises the definition 

of interfaces and internal business logic. It also defines deployment and operations. Further, it 

will address scale-up and scale-out scenarios as well as Marketplace administration. The Mar-

ketplace Portal provides a user interface for administration, management for all involved 

entities, and visualization of accounting and charging data. The tasks on Semantic models for 

the application domain (Task 4.2) and their automated discovery and orchestration (Task 

4.3) contribute to this overall design of the Marketplace and the underlying software infra-

structure. Finally Task 4.4 (Implementation of marketplace) is dedicated to implementing the 

Marketplace based on the work done in T4.1, T4.2 and T4.3 and documented in deliverables 

D4.1, D4.2 and T4.3. This deliverable D4.1 describes the work on designing, implementing, 

and deploying the Marketplace as part of WP4. This goes in sync with the Marketplace imple-

mentation (T4.4). 

Task 4.1 is about specifying the design of the BIG IoT Marketplace. The Marketplace consists 

of the following main parts: 

¶ Marketplace Portal: User Interface for visualization and manipulation of all Market-
place relevant entities. 

¶ Marketplace API: Web based API for all participants of the BIG IoT ecosystem (includ-
ing Marketplace Portal and BIG IoT Libs) to access the Marketplace. 

¶ Marketplace Backend: Manages all Marketplace relevant entities and persists them 
into databases (DBs). 

This document describes on the one hand the basic functionality of the Marketplace in the 

form of general workflows and UI flows, on the other hand it describes the design of the dif-

ferent parts together with some cross-cutting functionalities, such as security and deployment. 

Another major part of this document is the specification of the web based Marketplace API. 

This specification is necessary for other ecosystem paricipants to be able to use the Market-

place for their needs. Related topics that are the focus of other tasks are only briefly handled 

and the according deliverables of those tasks are referenced (see chapter Related Work). 
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The aim of this document is to be published on the Web as a documentation and tutorial for 

developers interested in collaborating in the IoT ecosystem through the marketplace or con-

tributing to the Marketplace code base. Hence, the document is intentionally written in a way 

that it is easy to understand and quick to read. 

2.4 Related Work 

Since Task T4.1 (Marketplace & services) incorporates the results of several other tasks, this 

deliverable is related to the deliverables of those tasks. 

The following chapters summarize how this document is related to other deliverables. 

2.4.1 D2.2 (Use Case Definition) 

The use cases for the BIG IoT ecosystem are described in Chapter 3 (BIG IoT Ecosystem Use 

Cases). The use cases that involve the Marketplace are implemented in WP4 and the design 

for it are described in this document. 

2.4.2 D2.3 (Requirements Analysis and Specifications) 

The requirements for the BIG IoT ecosystem are described in Chapter 3 (BIG IoT Ecosystem 

Requirements). The requirements that involve the Marketplace are implemented in WP4 and 

the design for it are described in this document. 

2.4.3 D2.4 (High level architecture specification) 

The high level architecture describes several interfaces in the BIG IoT ecosystem in abstract 

form. The interfaces related to the Marketplace are specified in detail in this document. 

2.4.4 D3.3 (Security and privacy management) 

All the security concepts specified in D3.3 that are related to the Marketplace are specified in 

detail in this document. 

2.4.5 WP3 & WP4 Task Interrelation 

The tasks of WP3 and WP4 are highly interrelated, however, their deliverables have each 

their own, clear responsibilites. The figure below follows the general BIG IoT architecture de-

scription in D2.4 and illustrates at hand of this architecture the scope of each of the different 

deliverables of the tasks 3.1, 3.2, 4.1, 4.2, and 4.3. 
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Figure: Relation of deliverables. 

D3.1 covers the description of the BIG IoT API. This entails a specification of the Web API 

(e.g., interaction model, and encodings) as well as description of the programmatic API that is 

implemented as part of consumer and provider lib of the SDK. 

D4.1 describes the architecture of the BIG IoT Marketplace. This includes the general design, 

the workflows of interactions, the GraphQL-based API of the marketplace, as well as the user 

interface of the portal to utilize the marketplace. Also contained in this deliverable is a de-

scription on how to map between the GraphQL API of the marketplace frontend and its 

SPARQL based triple store backend. 

D3.2 describes the model and schema of the BIG IoT Semantic Core Model. This semantic 

model is used as a basis for (1) the Offering Description to define the capabilities of offerings 

provided by IoT platforms or services, and (2) the underlying data model of the BIG IoT Mar-

ketplace. 
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D4.2 builds up on the core semantic model of D3.2 and defines the BIG IoT Semantic Appli-

cation Domain Model, which specifies a vocabulary of terms that can be used in Offering 

Descriptions, and in the triple store of the marketplace. 

D4.3 addresses the orchestration and composition of the offerings of BIG IoT providers (i.e., 

platforms or services). A composition of offerings can be specified by defining a Recipe. The 

Recipe Semantic Model and examples of such recipes is the scope of this deliverable. 

2.5 Structure of the Document 

The content of this document is divided into the following chapters: 

Chapter 1 is a brief introduction to the most important terms used. 

Chapter 2 gives an introduction to the document, includes an executive summary, defines the 

scope and structure of the document and relates this document with other documents created 

in the BIG IoT project. 

Chapter 3 introduces the most important concepts of the Marketplace and gives an overview 

of the Marketplace functionality. 

Chapter 4 shows in more detail the typical workflows how the different participants of the 

BIG IoT ecosystems communicate with the Marketplace and with each other. 

Chapter 5 describes the concepts of the Marketplace Portal and gives an overview of the dif-

ferent pages to manage the Marketplace entities. 

Chapter 6 first describes the concept and the technologies used for the Marketplace API and 

then gives a detailed specification of the API clients have to use to access the Marketplace. 

Chapter 7 introduces the technologies used for the Marketplace Backend and describes all 

the services that are part of it. 

Chapter 8 is about the cross-cutting concern of security. It describes how the security con-

cepts, defined in task T3.3, are implemented on the Marketplace. 

Chapter 9 gives an overview about the development environment, deployment and operation 

of the Marketplace and the local development environment. 

Chapter 10 concludes the document and gives an outlook on some future works. 
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3 Marketplace Overview 

3.1 Marketplace in Context of the High-level BIG IoT Architecture 

This section introduces the high-level architecture of BIG IoT in order to give the necessary 

background for the Marketplace design. The full specification of the BIG IoT Architecture is 

provided in Deliverabe D2.4. 

3.1.1 Core Concepts of the BIG IoT Architecture 

This section summarizes the underlying concepts of the BIG IoT architecture and the interac-

tions between them, namely Offerings, (Offering) Providers and Consumers, and the 

interactions of registering and discovering offerings via a Marketplace, and accessing the Re-

sources offered by a Provider (see Figure). 

An Offering encompasses a set of IoT Resources, typically a set of related Information (e.g. 

low-level sensor data like temperature or aggregate information across a region) or Functions 

(e.g. actuation tasks like open a gate or computational functions like compute a route), that are 

offered on a Marketplace. 

Providers register their Offerings on a Marketplace and provide access to the offered Re-

sources via a common API. A Provider can be either a Platform or a Service instance that 

offers available Resources, i.e., some Information or access to Functions that it wants to share 

or trade on the Marketplace (e.g. an IoT Platform of a parking lot provider). Consumers dis-

cover and subscribe to Offerings of interest via a Marketplace in order to access the 

Resources. A Consumer can be either an Application or Service instance that requires access 

to IoT Resources in order to implement an intended service or function (e.g., a smart parking 

service provided by the city). 

In technical terms, a Provider registers its Offerings on the Marketplace by providing an Of-

fering description for each Offering. An Offering can for example entail parking information 

for a city and include data such as geo location or address of the parking lot, the type of lot 

(e.g. garage or on-street), available spots, occupied spots, etc. In order to increase interopera-

bility between different IoT Platforms, the Offering description is provided in a machine 

interpretable manner. All relevant communication metadata is provided on how the Offering 

can be accessed (e.g., Endpoint URL, which HTTP method, etc.). As a default vocabulary set, 

the Offering description includes a local identifier (unique to a provider), a name of the Offer-

ing, and the input and/or output data fields provided to a Consumer when the Offering is 

accessed. The description may also include information about the region (e.g. the city or spa-

tial extent) where the resources relate to, the Price for accessing the Resources, the License of 

the data provided, the access control list, etc. 
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Figure: Core Concepts 

Consumers discover Offerings of interest on the Marketplace by providing an (Offering) 

Query. The Query entails a specification of the type of Offerings the Consumer is interested 

in. For example, a Consumer can provide a description of the desired Resources (such as type 

of parking information), and also define the maximum Price, the desired License types, the 

region, etc. Upon a discovery request, the marketplace identifies all matching Offerings and 

returns them to the Consumer. The Consumer can then choose the Offerings of interest and 

subscribe to those on the Marketplace. Since the discovery can take place at run-time, a Con-

sumer is able to identify and subscribe to newly offered Resources as they emerge. Finally, to 

limit the data to be transmitted upon accessing an Offering, a Consumer can also provide a fil-

ter in the request. 

3.1.2 BIG IoT Architecture Overview 

This section provides an overview of the BIG IoT architecture. As shown in the figure below, 

we distinguish the following 5 core building blocks: 

1.) BIG IoT enabled Platform ï this IoT Platform implements (as a Provider) the common 

API, which is called the BIG IoT API, to register offerings on a BIG IoT Marketplace, and 

grants BIG IoT Services or Applications (as Consumers) access to the offered Resources. 
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2.) BIG IoT Application ï this application software implements and uses the BIG IoT API, 

(as a Consumer) to discover offerings on a BIG IoT Marketplace, and to access the resources 

provided by one or more BIG IoT Services or Platforms (as Providers).  

3.) BIG IoT Service ï this IoT Service implements and uses the BIG IoT API to register of-

ferings on a BIG IoT Marketplace (as a Provider) and/or to discover and access Offerings 

provided via a BIG IoT Marketplace (as a Consumer). 

4.) BIG IoT Marketplace ï this composite system consists of sub-components: The Market-

place API serves as an entry point for all communications and interactions with the 

Marketplace; the Identity Management Service (IdM) which authenticates and authorizes pro-

viders and consumers; the Exchange, which allows registration and discovery of offerings 

using semantic technologies; the Web Portal for users of the Marketplace; and the Charging 

Service, which collects accounting information.  

5.) BIG IoT Lib  ï this is an implementation of the BIG IoT API that supports platform, ser-

vice and application developers. The BIG IoT Lib consists of a Provider Lib and a Consumer 

Lib part. It translates function calls from the respective application or service logic, or the 

platform code into interactions with the Marketplace, or peer Services or Platforms. The Pro-

vider Lib allows a Platform or Service to authenticate itself on a Marketplace and to register 

Offerings. The Consumer Lib allows an application or service to authenticate itself on a Mar-

ketplace, to discover available Offerings based on semantic queries, and to subscribe to 

Offerings of interest. The use of semantic technologies enables the Exchange to perform se-

mantic matching even in case providers and consumers use different semantic models or 

formats, as long as a common meta-model defines the relations/mapping between the differ-

ent semantic models and converters for the different semantic formats are supported. 
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Figure: The BIG IoT architecture. 

3.2 Basic Concepts of the Marketplace 

The BIG IoT Marketplace is a B2B (Business to Business) broker for trading access to IoT 

Information and Functions. 

Human actors involved in Marketplace interactions are 

¶ Marketplace Operator operating the BIG IoT Marketplace itself 
¶ Platform Operators operating a BIG IoT Platform 
¶ Service Operators operating a BIG IoT Service 
¶ Application Operators operating a BIG IoT Application 

Those human actors interact with the Marketplace via the Portal as described in more detail in 

chapter 5 Marketplace Portal: 
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Software artifacts that are part of the BIG IoT ecosystem can act in one of the following roles: 

¶ Offering Provider (or short Provider) provides Offerings on the Marketplace: Plat-
form or Service 

¶ Offering Consumer (or short Consumer) consumes Offerings discovered on the Mar-
ketplace: Service or Application 

 

 

A Marketplace API (see chapter 6 Marketplace API) is provided for all interested parties in 

the BIG IoT ecosystem to access the Marketplace Backend. Provider and Consumer are ena-

bled to access the Marketplace with the help of Provider and Consumer Libs, resp. (as 

described in deliverable D3.1): 
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The Marketplace API is implemented by an API Gateway that handles security issues (details 

see chapter 8 Security) and delegates all requests to the responsible internal services within in 

the Marketplace Backend (details see chapter 7 Marketplace Backend): 

 

 

 

The following services are developed first: 

¶ Access Management: Manages Users and Clients (Providers and Consumers) and the 
related access tokens 
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¶ Exchange: Manages Organizations, Providers with their registered Offerings, Con-
sumers with their Offering Queries and Subscriptions 

¶ Accounting: Tracks access from Consumers to Providers 

Planned services for future iterations are: 

¶ Charging: Combines accounting information with prices from Offerings to accumu-
late the costs for Consumers to access Providers 

¶ Billing: Creates invoices for Consumers 

All services are described in chapter 7 Marketplace Backend. 

The major use cases for the Marketplace are the following: 

¶ Create an Organization 
¶ Create a Provider 
¶ Create an Offering by providing an Offering description 
¶ Activate an Offering 
¶ Create a Consumer 
¶ Create a Query by providing a Query description 
¶ Subscribe one or more Offerings that match a Query 
¶ Get access token for each Subscription to access Offerings 

Details about the defined workflows are given in the next chapter 4 Marketplace Workflows. 

Another important topic that is handled in this document is the development, build, deploy-

ment and operations of the Marketplace as described in chapter 9 Marketplace Development 

and Operations. 



DELIVERABLE 4.1.DESIGN OF MARKETPLACE  D 4.1 

 

  
© 2017 25 

 

4 Marketplace Workflows 

The following diagrams describe the basic Marketplace interactions. We use as an example a 

BIG IoT Platform as an Offering Provider and a BIG IoT Application as an Offering Con-

sumer. 

A more detailed view of the given scenarios with a focus on security is shown in chapter 8 Se-

curity. 

4.1 Marketplace Interaction via Portal 

In this scenario the focus of the Marketplace interaction is on the Marketplace Portal. All the 

required entities are created and configured by the responsible human actors in the Portal and 

this information is then used by the Platform and the Application, resp.: 

 

 

 

Flow: 

1. Platform Operator logs into Marketplace Portal 
2. Platform Operator creates new Provider 
3. Platform Operator creates new Offering 
4. Platform Operator configures Platform with all necessary information to access Mar-

ketplace (as displayed on the Portal; details see chapter 8 Security) 
  

5. When the Platform starts, it creates an endpoint for access and activates the previ-
ously defined Offering. This Offering is now available to be subscribed to 
  

6. Application Operator logs into Marketplace Portal 
7. Application Operator creates new Consumer 
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8. Application Operator creates new Query and all matching Offerings are shown 
9. Application Operator subscribes to an Offering  
10. Application Operator configures Application with all necessary information to access 

Marketplace 
  

11. When the Application starts, it retrieves its Subscriptions and gets back endpoint info 
and token to access the subscribed Offering  
  

12. Application accesses the provided endpoint 
13. Both Application and Platform notify Accounting about that access 

4.2 Programmatic Marketplace Interaction 

In this scenario the focus is more on the non-human interaction with the Marketplace. 

The Platform programmatically creates and configures the Offering and the Application then 

(also programmatically) creates a Query and subscribes to the Offering it is interested in:  

 

 

Prerequisite: 

¶ Platform and Application are configured with all necessary information to access 
Marketplace 

Flow: 

1. Platform creates a new Offering 
2. Platform creates an endpoint for access and activates created Offering 

  
3. Application creates new Offering Query and gets back matching Offerings 
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4. Application subscribes to Offering and gets back endpoint info and token to access 
the subscribed Offering  
  

5. Application accesses the provided endpoint 
6. Both Platform and Application notify Accounting about that access 
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5 Marketplace Portal 

This chapter describes the User Interface of the BIG IoT Marketplace, the so called Market-

place Portal.An overview of the Portal functionality is given together with a short description 

of the used technologies. 

A detailed description of the Marketplace Portal with screenshots is given in Appendix 11.2 

Portal Pages. 

Future iterations will improve on that in functionality and user experience. Those changes will 

be documented in future releases of this document. 

5.1 Portal Overview 

The Marketplace Portal is the User Interface (UI) for the Marketplace. All users participating 

in the BIG IoT ecosystem can use this UI for the following use cases (among others): 

¶ login to the Marketplace 
¶ create and manage your organization 
¶ invite other users to your organization 
¶ view available Offerings 
¶ manage Offering Providers 
¶ manage Offerings 
¶ manage Offering Consumers 
¶ manage Offering Queries 
¶ manage Subscriptions to Offerings 

The Portal communicates to the Marketplace Backend via the Marketplace API using 

GraphQL (details see chapter 6 Marketplace API). 

 

 

The Marketplace Portal currently uses the external Identity Provider Auth0 

(https://auth0.com) for authentication using the OAuth2 protocol. The free Auth0 account big-

https://auth0.com/
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iot allows up to 7000 active users and 2 social identity providers (currently GitHub and 

Google) with unlimited logins and allows sign up of local Auth0 users. Auth0 offers a dash-

board for monitoring logins and supports Rules for easy customization of Auth0's capabilities. 

Details are described in chapter 8 Security. 

5.2 Portal Technologies 

The Portal is implemented as a Single Page Application (SPA, https://en.wikipe-

dia.org/wiki/Single-page_application), i.e. a web application that fits on a single web 

page with the goal of providing a user experience similar to that of a desktop application. All 

necessary code ï HTML, JavaScript, and CSS ï is retrieved with a single page load. The most 

notable difference between a regular website and an SPA is the reduced amount of page re-

freshes. SPAs have a heavier usage of AJAX - a way to communicate with back-end servers 

without doing a full page refresh - to get data loaded into our application. As a result, the pro-

cess of rendering pages happens on the client-side. 

As the JavaScript library to build the UI we use React.js (https://facebook.github.io/react). It 

allows the UI code to be 

¶ Declarative: React makes it painless to create interactive UIs. Design simple views for 
each state in your application, and React will efficiently update and render just the 
right components when your data changes. Declarative views make your code more 
predictable, simpler to understand, and easier to debug. 

¶ Component-Based: Build encapsulated components that manage their own state, 
then compose them to make complex UIs. Since component logic is written in JavaS-
cript instead of templates, you can easily pass rich data through your app and keep 
state out of the DOM. 

To connect the Portal to the GraphQL based Backend we use Apollo Client (http://dev.apol-

lodata.com). Apollo Client is a flexible, production ready GraphQL client for React and 

native apps with the following main features: 

¶ Advanced data management: Queries, caching, mutations, optimistic UI, subscrip-
tions, pagination, server-side rendering, prefetching. 

¶ Built for modern React apps: Compatible out of the box with Redux, React Router, 
Recompose, Expo, Next.js, and everything else in the React ecosystem. 

¶ Tooling and server friendly: Apollo Chrome devtools, static query analysis, code gen-
eration, and autocompletion.   

¶ Incrementally adoptable: The only GraphQL client that works with any client-side ar-
chitecture and every GraphQL server. It adapts to fit your needs. 

https://en.wikipedia.org/wiki/Single-page_application
https://en.wikipedia.org/wiki/Single-page_application
https://facebook.github.io/react/
http://dev.apollodata.com/
http://dev.apollodata.com/
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6 Marketplace API 

The Marketplace API is the implementation of the interfaces M1 (authentication & authoriza-

tion), M2 (register), M3 (lookup / subscribe) and M4 (accounting) as described in Task 3.1 - 

Specification of BIG IoT API. It is an aggregator that collects data from the Marketplace in-

ternal services (Access Management, Exchange, Accounting, Charging) and provides it to 

clients like the Marketplace Portal, Offering Providers, Offering Consumers and tests. 

This API is based on GraphQL to allow clients to fetch and manipulate Marketplace data as 

described in the Exchange Domain Model. This domain model is hierarchically structured as 

a tree of entities. Clients can retrieve exactly that part of the tree that they need for their pur-

poses, e.g. the Marketplace Portal fetches all data it needs to display one complete page of the 

UI with one access. 

GraphQL is not to be confused with other query languages like SPARQL. It is only used to 

fetch and manipulate data over the API. SPARQL will be used internally in the Exchange for 

accessing semantic data in a triple store. 

A full l isting of the current schema can be found in the appendix in chapter 11.1 Marketplace 

GraphQL Schema. 

6.1 GraphQL 

GraphQL is a query language for APIs and a runtime for fulfilling those queries with your ex-

isting data. GraphQL provides a complete and understandable description of the data in your 

API, gives clients the power to ask for exactly what they need and nothing more, makes it 

easier to evolve APIs over time, and enables powerful developer tools.  

GraphQL was created by Facebook in 2012 and provides a common interface between the cli-

ent and the server for data fetching and manipulations: http://graphql.org. It helps to address 

some of the more common headaches developers are faced when building a REST API -

backed application: 

¶ Issue #1: Multiple round trips. 

¶ Issue #2: Overfetching of data. 

¶ Issue #3: Documenting your API (discover and explore your API) 

GraphQL itself is only a specification (http://facebook.github.io/graphql) but there are several 

open source implementations for both client and server side availa-

ble: https://github.com/chentsulin/awesome-graphql 

6.2 Implementation of Marketplace API 

file:///C:/display/BIGIoT/Marketplace+GraphQL+Schema
file:///C:/display/BIGIoT/Marketplace+GraphQL+Schema
http://graphql.org/
http://facebook.github.io/graphql/
https://github.com/chentsulin/awesome-graphql
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The implementation of the Marketplace API is based on Sangria, a Scala implementation for a 

GraphQL backend (http://sangria-graphql.org). Marketplace API tests are using GraphQL 

Tester (https://github.com/sazzer/graphql-tester). 

The Marketplace API Gateway is the single point of entry for all requests to the Marketplace. 

Each query request is converted to a Query, each mutation request is converted to a Command 

message and sent to the responsible service (via a messaging middleware, see chapter 7 Mar-

ketplace Backend). 

The following diagram shows the different clients (Portal, Provider, Consumer) accessing the 

Marketplace API from the outside and the distribution of the request to the internal services 

inside the backend: 

 

 

6.3 Marketplace API Tutorial 

In most cases Service or Application developers and Platform integrators shouldn't directly 

access the web based Marketplace API but use the programmatic API that is implemented as 

part of Consumer and Provider Lib of the SDK.as described in Deliverable D3.1. In special 

cases and for the developers of the libs, it is nevertheless necessary to access this API. 

To support that need, this chapter gives an overview of how the Marketplace API can be ac-

cessed. In a short tutorial there is an example of a query and a mutation shown to help you 

understand how you can create your own. Please use the fully listed Marketplace GraphQL 

Schema to find out what queries and mutations are currently supported on the Marketplace 

API. 

You can create and experiment with GraphQL queries and mutations by using the integrated 

GraphiQL IDE as described in the next chapter. 

  

http://sangria-graphql.org/
https://github.com/sazzer/graphql-tester
file:///C:/display/BIGIoT/Marketplace+Backend
file:///C:/display/BIGIoT/Marketplace+Backend
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6.3.1 Interactive Exploration of the Marketplace API 

GraphiQL (https://github.com/graphql/graphiql) is an in-browser IDE for exploring GraphQL 

APIs. For the Marketplace you can access it by opening http://172.17.17.11:8080 in case of 

local development or https://<marketplace-URL>/graphql in case of a deployed Marketplace. 

In the latter case you have to use a broser plugin like Modify Headers for Chrome 

(https://chrome.google.com/webstore/detail/modify-headers-for-google/innpjfdalfhp-

coinfnehdnbkglpmogdi) to set a correct Authorization header. 

The following screen shot shows an example of GraphiQL with a query entered in the left 

panel, the query results in the middle panel and the API documentation in the right: 

 

Use auto-completion (ctrl-space) in the left panel to show and describe all allowed queries 

and mutations with all parameters. Any Errors (invalid queries or mutation) are underlined in 

red and when you hover your mouse over it you get a description of the error(s). 

To execute a query or mutation you can use the play button in the top left (and select the 

query or mutation if you have defined multiple) or postion the cursur in the query or mutation 

you want to execute and press ctrl-enter. 

6.3.2 API documentation 

When you click Docs in the top right of GraphiQL you can browse the full (generated) docu-

mentation for the Exchange API. All queries, mutations and types with parameters, return 

types and fields are described there. 

https://github.com/graphql/graphiql
http://172.17.17.11:8080/
http://localhost:8080/
https://chrome.google.com/webstore/detail/modify-headers-for-google/innpjfdalfhpcoinfnehdnbkglpmogdi
https://chrome.google.com/webstore/detail/modify-headers-for-google/innpjfdalfhpcoinfnehdnbkglpmogdi





































































































































































































